Privacy — the birth of an online module
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A short Introduction:

Monique Schoutsen

Coordinator Information Literacy
Radboud University (Nijmegen)
m.schoutsen@ubn.ru.nl
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Why Is privacy suddenly
such an important issue?
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Big Fines

Radboud Universiteit %“
;POMING'QQ‘\}



How big?

a warning in writing in cases of first and non-intentional non-compliance
regular data protection audits

a fine up to 10,000,000 EUR or up to 2% of the annual worldwide turnover
of the preceding financial year in case of an enterprise, whichever is greater

a fine up to 20,000,000 EUR or up to 4% of the annual worldwide turnover
of the preceding financial year in case of an enterprise, whichever is greater
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All data?

CONFIDENTIAL
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Do we have confidential information on our
universities?

* Personal information of students and employees (name,
address, bankaccount, password)

* Research data on persons and companies (e.g. interviews,
medical data, inside information on companies!)

1oL

L ST )

"1y
B111K

1401 1081

0400002 W0 01 61 1 B
1818
1061 it
T T
11401 641 W1 SRLL R D061 181 1 8181
LML IR 1 SR 011 001 1 1 1 8
11441 6L B O e WL 1 1
1101 B B B 1 1 1
L OONET Eh L 1 1 0006 O O @
10101 010101081 81810
MRt LLe 1111 1eal e eIRieLn
0L I R B L L 1 R0 1 ] L 1 111 10
4 001 B0 O 0L LT R T N A 11 1
L IRER0E AL 0L 1 1 B 911 01 161 01 )
211 18601 RE T G LR 118181 80010
11 0 ORUE ONRT bt n 4 1001 1118101 0101011
s TR
A0 0L BNNLE 001 A 1 R 001 U L L R
14 ISR S8 011 1 1 00 G150 B 01 1 €11 601 611 DL 0
UL 0L O 1 £ £ 00 G0 A0S N AShaieRt 1 11 10981 1 61 60
ARG AR L LT B LS 12 01 1L S 080111
L0081 6 1 BN 11 O 10011 1 AL I 01 1 1 0
1100008 L R RL G AL 0 N1 IR g 1 611 01 8
09011111 B O 01 IR0 1101 0108
00 00 0 1 1 L L DN 111 11 108 02 0001 81
e 01 001 1ML S B B L BRIRI LRI Oa L
4 A 8 1000 AL A 1 L L L 11 Bt B L 1
101 01 D061 01 01 11181 01 DORL B R R1a1Nf
L L1 61 4 1 1 03 90 AL B 111 1000
0t 90 0 6 1 L0 AL IRE L 11 01 1 O D

1
I

Lo DRI 0N RESE11111091 @181 el
110181 001011101
ST

BULOE B BEAONEY A UL O AL NEE WL WL L 3 O e
AR E A LA AT AL S ST T AL 0

L
1 B #1110
R1 1110 01 0
LRI 1 A
10 I 1 01
a4 31 01

eI

£ 0 RS 1 001 1 001 402

LR A1 11 AR 101 bt 3

LALLM 1 TR

T
ALY W A

AL ML L i 1
1 LOSL AL I B B R 11101 R0

L L ] 1111001 881 1 01

o G0 Ot 1 1 1 A D AR 003 R @1 WS AL L 8
L e e L B RO 1 2 R e e

‘oﬂlﬂiaiUln
41810161
MBuuw%m
él%éﬂﬁmﬂlﬂﬂeﬂ‘lnl,}é
i 1010916111 'xium«mmmmm!n-n:l|lun|mvnmm
101100 {1@1B1@ | Toooesiriieotam e eieiiieie
PBO101011101B1BOBY  15110yu 00105 2010161 a1a1e1 st
191111019010081 8141 £ 081 1 U900 113 00 1 50001 1 111 B0t L 01 01

91 oeadal 81011 1 DT 111 101 11001 101 1.1 0601 01 901 1111
1001010181819

10 L L L AL 0 G 1 11101 0 G
A 47 7 L31oenen et i Bk 1110 SR u1e
H‘Hﬂlg}’ﬂl 61T TS ML 111 1 B O 1 B R 1 1R
1100 4002903 U9 €08 4 1 O Ot vt 1 Nt 1 1 IR B M

o1 111 PO 101 911 1 €11 €11 01 01 1 3 01 81 @1 AL RL IR0

+10001 11011 11001 03 00010101 L SO0 111 LSRR ELE

LB 111 01 0000 01 901 1 161 012 1 1 001 D81 SN 1111

S B L O 01 UL 001 0011 11 601 101 0@ 101 01 961 01 1 N e

1 BB LB L L AL L AL 1 1 01 61 01 3 81 D801 81 81 101 1 e

LSRR 1111 ORI O] AL A AT A AL I AL N 1 001 11001 1 S i

SO1E1 11001 G0 ORI 1111 BNL L LR 01 RN 11181010081 01811
010101101 81981 01110010601 SNNNL 11111 R B R 110
A 0160819181181 8109! 11 N1 0N 1 81 1 B 1 B
OO 115 100103 001010181 S01 81010101 0101010110001 1 i 1010188
8111001003 00001 1111081816181 018101 001101 0102601 01011 1R R B0 8
010118181 001101 11007 881 000811111981 8101 901 01010501 1110181 M1 1012
31101018001 9101 191 019010111801 081909011111 B EN1 QI AIBININI 111NN

L 100302 00001 €181 11 8 01 BN 11 001 11 01 91 8111 061 061 DKL 111 9811 61 81 81 i1 81 41
S RLE0 01 111 0 ST G 01 1 1 0L bt 1 1 1 Ot L R 11 1 3 AL 1 ML e A L LY
22001 01 181 03 01 81 81111 91 91 G101 1118101 SR 1 1 L ENNEL 1111001 01 1 1
0101 8181 001 101 1 51 &1 21 1 RL1 11101 a1 e a1
{11108 81010101 8101 SR1 A1 R F1A1NIN1NINL1LLALR] DL {1 LI 0111 LB
1 90101010101 08101011 01 ML 1011018188

B210091 111168181 6101019101001 816101 901 R1E1 1101 01NN
@1 1 4 P01 011 HOOA1 11110618101 0181810111101 0100010111

Radboud Universiteit :



What do we want to teach them?

« Not to share their (confidentional) documents on dropbox/google drive
« Not to use gmail, but (the protected) mailservice of the university

« To encrypt their laptops, USB-sticks and documents
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Why libraries?
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productive

Information Has Value

« give credit to the original ideas of others through proper attribution and citation;

« understand that intellectual property is a legal and social construct that varies
by culture;

 articulate the purpose and distinguishing characteristics of copyright, fair use,
open access, and the public domain;

« understand how and why some individuals or groups of individuals may be
underrepresented or systematically marginalized within the systems that
produce and disseminate information;

* recognize issues of access or lack of access to information sources;

« decide where and how their information is published,;

« understand how the commodification of their personal information and online
Interactions affects the information they receive and the information they
produce or disseminate online;

« make informed choices regarding their online actions in full awareness of
Issues related to privacy and the commodification of personal
Information.
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So we have to teach the students to...

« make informed choices regarding their online actions
 In full awareness of issues related to privacy

« and the commodification of personal information.

>> pe a percipient producer of information
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Outline of the module

* Personal data of the students themselves

- Name and address, date of birth, bank account

- Safe use of Social Media (beware of what you post!)

- Incognito or private browsing/ searching

_ A pass .
Passwords ord s |

« Research data
- Difference between standard, confidential and critical
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Most important lesson:

Your personal tiles are encrypted
Your personal files are encrypted
Your persenal files are encrypted
Your persqnal files are e

Your persoijm—n
Your persor Esigssssssssss ncrypted
Your persor HH ncrypted
Your perso! J ncrypted
Your perso: /1 ic encrypted
Your persop fi e encrypted
Your perss encrvpted
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There it is.....but not yet finished

RU hack proof?!
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https://xot.ru.nl/play.php?template_id=277

Questions?
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